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includes privileged application interface controller that downloads 
and executes privileged application in card manager 
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Method for updating offline chip - card payment terminals when a user 
uses a chip - card at such a payment point, as the chip - card itself 
is automatically updated with relevant data when the chip - card is 
used at an online terminal 

Patent Assignee: SWISSCOM MOBILE AG (SWIS-N) ; CANTINI R (CANT-I); LAUPER E 
(LAUP-I) 

Inventor: CANTINI R; LAUPER E 
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Based on patent WO 200169548 
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- card payment terminals when a user 

chip - card itself 
chip - card is 



Abstract (Basic) : 

... Method for updating transient parameters (60) in an off-line 

chip card terminal (6) where the parameters are updated when a user 
uses his chip - card (4) to access the offline chip - card 
terminal, the chip - card having been previously from an online 
database (1) when the user used it to pay... 

Method for updating off-line or hybrid chip - card payment 
terminals, i.e. terminals that are only online occasionally for 
periodic downloading of payment transaction details or those where the 
payment details are collected by an agent or where the payment 
terminal is taken to an online payment point where the offline terminal 
can be connected to an online terminal via an interface . Such 
updating can be lists of blocked chip - cards , etc... 

. . .with lists of blocked users, etc. can be carried out more frequently as 
a user chip - card is updated with such details when a user uses an 
online payment terminal. . . 
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Protocol management, method for verifying and transforming a downloaded 
program fragment and corresponding systems for credit card systems 
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Protocol management, method for verifying and transforming a downloaded 
program fragment and corresponding systems for credit card systems 

Abstract (Basic) : 

... ■ The protocol 'management method has the 'following stages: 

detect a download command from the program fragment ( applet ) and on 
a positive response ; - read an object code of this applet and 
temporary memorize the code; - submit the code... 

... For credit card systems used in a JAVA environment... 

...downloaded applet by a data system having low power and memory resources 
such as a credit card . 
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Smart card with a business partner scheme or travel application 

for storing, retrieving and, updating data relating. to travel . 

information of the cardholder 
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Inventor: HOHLE W; PETIT F 

Number of Countries: 001 Number of Patents: 001 
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. . . optimizing messages transmitted between payment application and server 
by storing messages to be transmitted to smart card client 

Abstract (Basic) : 

. . . The message to fee transmitted from payment application to ^ . 

payment server (4) is stored in smart card client (2) and 
transmitted to smart card server (4). A response message is 
transmitted from smart card client to payment application based on 
message sent to smart card server or message received from smart 
card server by smart card client . 

. . . Payment application and smart card client (2) disposed in 

the smart card (5), are connected together. Smart card server 
(3) and payment server (4) provided in telecommunication network (7), 
are coupled to each other. Smart card client and payment 
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application are connected to smart card server and payment server 
respectively, through telecommunication connection (GSM) (6) . An 
INDEPENDENT CLAIM is also... 

ft 4 

... exchange' of messages in payment situation, thereby saving capacity 

especially crossing of radio interface. Reduces response time during 
the payment situation. Since a separate interface is used, payment 
databases are not visible to outsiders, thereby improving data 
security over insecure radio interface . Reduces dependency on smart 
card supplier, who may have their own manufacturer specific protocol 
for exchange of payment messages. Establishes... 

...thus increasing number of alternatives. Serviceability of connection 
between payment server and payment application and smart card 
server and smart card client is ensured by starting communication 
by transmission of payment messages between payment server "and parent 
application and thereafter, transmission of payment messages is 
continued by communication through smart card client and smart 
card server. . . 

. Smart card client (2... 

. .. Smart card server (3... 

. . . Smart card (5 



22/3, K/12 (Item 12 from file: 350) 

DIALOG (R) File 350:Derwent WPIX 

(c) 2004 Thomson Derwent . All rts. reserv. 



012408280 **Image available** 
WPI Acc No: 1999-214388/199918 
Related WPI Acc No: 1996-058548 
XRPX Acc No: N99-157791 

Universal electronic transaction card for use in health care management 

system 
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Abstract (Basic) : • 

For use in health care management system. Also for credit 
card transactions, licensing bank transactions, retail credit 
transactions, medical or insurance transactions, personal 
identification, travel or... 

...all transactions. Facilitates convenient recharging of battery used in 
the card, thereby eliminates need to replace battery during normal 
use. CIU which is a passive interface between card and personal 
computer, does not include any processing capability, memory and 
software to. . . 

...saves patient f s life. Facilitates user to select any type of 

transactions such as credits, banks , shops, medical insurance, 
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personal identification traveling or telephone. 
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Method of using personal information as key when distributing information 
over communication network e.g. internet - involves asking for key, by 
prompt from electronic medium, before purchased software can be 
installed, is entering key to electronic medium, and comparing entered 
key with key embedded in software 
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. . .Abstract (Basic) : The personal information in the purchased software is 
embedded as a key for accessing the software and the purchased 
software is downloaded to an electronic medium.. The method further 
involves asking for the key, by a prompt... 

. . .to the electronic medium, the entered key is compared with the key 
embedded in the software and if the keys match the downloaded 
software is stored and installed. The personal information includes a 
combination of information including credit card number, name, 
expiration date of the credit card , address and telephone number, 
plus at least one of a social security number of the card holder, birth 
date, spouses name, children's names, maiden name, bank account 
number, other related personal information of the card holder. . . 
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On-chip programming of PROM in response to external signal - has data in 
chip CPU, with validity of signal tested before PROM programmed 
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. . .Abstract (Basic) : that faults in the processor might cause bad 

programming with consequent security hazards. The on- chip processor 
can only program the 140M in response to a correct , identified 
signal from outside. The chip contains the appropriate testing 
programs and detectors for the external signal... 

... USE /ADVANTAGE - Smart cards and similar. Security of on-chip 
programming with fault risks removed. . . 
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...SPECIFICATION a third party. 

In accordance with yet another aspect of the invention a 
digitally-computed acknowledgment of the download event is produced 
using a digital "seal" or signature (depending upon the... 

...generated by the information device using cryptographic keys resident on 
the information device itself. This acknowledgment is then made 
available to the information owner, who may then test the cryptogram to 



. . . a network; 

FIG. 2 is a flowchart depicting an exemplary method for computing a 
digital acknowledgment ; and 

FIG. 3 is a flowchart depicting an exemplary issuer verification 
procedure . 

DETAILED DESCRIPTION OF... 

...in accordance with various aspects of the present invention allow an 
issuer to authenticate the download of software onto a smart card 
via a trusted third party . More particularly, a signed download 
system provides a secure method of downloading and verifying the...l, an 
information owner, for example, an issuer 110 (e.g., a bank card 
provider, credit card issuer and/or the like) delegates to a third 
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party 112 the task of downloading an applet to a smart card 102, 
wherein the smart card 102 is suitably interfaced with a smart card 
reader 104 using a communication protocol 103... 

.caVd reader 104 and appropriate handshaking and authentication take 
place (Step 202). In Step 204, third party 112 initiates the 
download of an applet via network 108 onto smart card 102 (Step 
204). This can occur in a variety of ways. For example, the connection... 

.download of the applet (Step 302), the issuer waits an appropriate 
amount of time for receipt of a seal or signature (Step 304). The 
method of delegation varies based on the... 

.to be downloaded may be supplied to the third party from the issuer. If 
no acknowledgment is received within the specified time period, the 
download is considered unsuccessful (Step 306). In... 

.seal or signature can not be computed until after the download takes 
place. Thus, the acknowledgment provides a notification to the issuer. 
The issuer can take action based upon the notification. . . 

.seal or signature is received ("Yes" branch from Step 304), the issuer 
tests the received acknowledgment against an expected result based upon 
any suitable method, such as, for example, based on. . . 

.is considered unsuccessful (Step 304). 

As mentioned above, the present invention produces a digitally-computed 
acknowledgment of the download event using any known acknowledgment 
method, such as, for example, a digital "seal" or signature (depending 
upon the type of . . . 

.will appreciate that a variety of algorithms may be employed to create 
this digitally computed acknowledgment . In a preferred embodiment, the 
seal or signature is preferably a cryptogram generated by the... 
algorithm) which uses a 56-bit key to encrypt 64-bit blocks of data. The 
acknowledgment generated using a symmetric algorithm is a "seal," for 
example, a message authentication code (MAC. 

.algorithms, in contrast, use two different keys: one secret key and one 
public key. The acknowledgment resulting from an asymmetric algorithm 
is a digital signature. The RSA algorithm, for example, uses... 

.an information owner to an information device, wherein the information 
owner receives a digitally computed acknowledgment from the information 
device responsive to the download event. Furthermore, the information 
owner may delegate. . . 

.CLAIMS belong to an information owner (110); said information device 
(102) is configured to perform an acknowledgement process; said 
acknowledgement process computes, based upon the contents of said 
signature, a verifiable acknowledgement of the transferred 
information and sends said computed acknowledgment to said 
information owner (110) for verification. 

2. The system of Claim 1, wherein said verifiable acknowledgment can 

only be interpreted by said information owner (110) . 

3. The system of Claim 1, wherein said verifiable acknowledgement is 

uniquely related to said transferred blocks of information. 

4. The system of Claim 1,- wherein sai-d verifiable- acknowledgement *can 

be tested and validated by said information owner (110) . 

5. The system of Claim... 

.device (102) is a personal digital assistant. 

9. The system of Claim 1, wherein said acknowledgement process uses 

cryptography to produce said verifiable acknowledgement of said 
transferred blocks of information. 

10. The system of Claim 1, wherein said acknowledgement process is 
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performed by said information device (102) . 

11. The system of Claim 1, further... 

.of said information to said information device; and 
b.\ said "information device (102) performing an acknowledgement 

process, wherein said acknowledgement process computes, based upon 
the (underscore) contents of said signature, a verifiable 
acknowledgement of the transferred information and sends said 
computed verifiable acknowledgement to said information owner (110) 
for verification. 

19. The method of Claim 18, further comprising: 

a. the information device making the verifiable acknowledgement 
available to a validating party (110); and 

b. the validating party verifying said verifiable acknowledgement . 

20. The method of Claim 19, wherein said validating party is said 
information owner (110... 

.be updatable; 

b. said information device computing based upon the contents of said 
signature an acknowledgment of said information download; 

c. said information device making said computed acknowledgement 
available to a validating party; and 

d. said validating party verifying the computed acknowledgement . 

30. The updated information device of Claim 29, wherein said validating 
party is a second. . . 
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...SPECIFICATION card containing decryption keys associated with the system 
and the second reader 7 for accepting bank cards and, in this case, a 
smartcard containing an application to be downloaded . 
The decoder also includes a receiver 8 for receiving infra-red control 
signals from a . . . 
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.include the generation of a graphic sequence on the screen of the 
television display in response to a command from the remote control, or 
the emission of a message via the ... read-only configuration by the 
microprocessor upon initial connection of the card, and/or upon receipt 
of an unknown instruction. Other memory combinations and configurations 
are of course possible, using ROM. . . 
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Detailed Description 

the customer is attempting to check the trustworthiness of the web 
merchant 'via a challenge- response technique in accordance with one 
embodiment of the present invention. 

FIG. 34 shows the sequence... 

...and the customer are attempting to check each other's respective 

trustworthiness via a cballenge- response technique in accordance with 
one embodiment of the present invention. 

FIG. 36 shows a crypto ... ON-LINE AUTHENTICATION 
5 3 OFF-LINE AUTHENTICATION 
5 4 PASSWORD GENERATOR 
5 5 CHALLENGE- RESPONSE 

5 6 CRYPTO SERVICE PROVIDER ' (CSP) ' - - - ■■ ■ 

5.4 PLUG-INS 

5 1 PLUG-IN SUBSERVIENT. . .to memory 

(3) perform DES3 encryption to calculate Series 

(4) calculate checksum 

(5) beep audible feedback to user 

(6) initialization 

(7) transmit data 

(8) receive data 
16 

These and other related ... turns itself off to conserve power. In still 
another embodiment, the card provides an audible feedback (e.g., beep) 
to alert the user that the data has been successfully transmitted. Some 



. . .may imply that the transmission is bad because the user did not see the 
appropriate response from the PC (e.g., an audible beep from the PC to 
indicate that the... 

...he has invoked, or 

19 . . . ...... , . - . . 

conversely, how long he has pressed the switch, an audible feedback 
such as a beep sound is generated by the electronic card. Thus, for ever 
T ... described above, the electronic card can have one switch or multiple 
switches. Similarly, the audible feedback can vary from a single beep 
to multiple beeps. Based on the context or the action taken by the user, 
the audible feedback or alert can have different sounds (e.g., beep, 
buzz, ring) . Additionally, the audible sound. . . 

. . .of the switch would activate an ultrasonic transmission terminated by a 
audible beep for user feedback . A longer press could result in (i) 
either the ultrasonic transmission or a simple pause, followed by (ii) 
either a terminating 
21 

"beep" for user feedback or none; and (iii) by an audible transmission 
for use over the phone or another... of the analog front end of the 
reception unit is to detect the transducer's response to audio signals 
amplify the transduced signals, filter them, and pass them to the 
microcontroller. . . 

...constant gain amplifier with a fixed gain of approximately 300 dB 
determined mainly be the feedback resistors ratio. The input of this 
block is' approximately 3. r 3 mVp-p and 'the'..; 

. . .pass filter portion of the circuit 46 is realized by adding a capacitor 
to the feedback resistors. This high pass filter further attenuates 
speech frequencies. The output of the gain and... 

...to the microcontroller 44 for further processing. 
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.button on your XYZ acoustic card unless prompted to do so. We will 
provide some feedback to indicate that your transaction with the XYZ 
acoustic 'card has been successful." This instruction. actual physical 
card may be stamped after each visit to a restaurant or a gift 
certificate is handed out, these stamps and gift certificates are 
analogous ...are items that have a specific cash value that can be used 
at the gift certificate -sponsoring merchant's store, whether online or 
offline. Thus, a $20 gift certificate from XYZ Corporation is typically 
redeemable only at the XYZ store. The central database 475... 

.card is used as a loyalty card (for earning and redeeming incentive 
points), a gift certificate , or an ATM card. Each registered user is 
associated with his own account for each. account . In another example, 
the user has an electronic card that represents a $20 gift certificate . 
The user accesses the merchant's website and uses $17 of this $20-valued 
gift' certificate to purchase a CD. The' central database adjusts tfi*is 
user's gift certificate account to reflect this purchase so that only 
$3 is now remaining. As a gift certificate' , the electronic card of the 
present invention replaces the current paper gift certificates that 
merchants ... 
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Detailed Description * • • • 

the customer is attempting to check the trustworthiness of the web 
merchant via a challenge- response technique in accordance with one 
embodiment of the present invention. 

FIG. 34 shows the sequence... 

...and the customer are attempting to check each other's respective 

trustworthiness via a challenge- response technique in accordance with 
one embodiment of the present invention. 

FIG. 36 shows a crypto ... ON-LINE AUTHENTICATION 

5 3 OFF-LINE AUTHENTICATION 

5 4 PASSWORD GENERATOR 

5 5 CHALLENGE- RESPONSE 

5 6 CRYPTO SERVICE PROVIDER (CSP) 

5.4 PLUG-INS 

5 1 PLUG-IN SUBSERVIENT. . .to memory 

(3) perform DES3 encryption to calculate Series 

(4) calculate checksum 

(5) . beep, audible feecjback , to. user . , 

(6) initialization 

(7) transmit data 

(8) receive data 

These and other related f eatures ... turns itself off to conserve power. In 
still another embodiment, the card provides an audible feedback (e.g., 
beep) to alert the user that the data has been successfully transmitted. 
Some . . . 

. . .may imply that the transmission is bad because the user did not see the 
appropriate response from the PC (e.g., an audible beep from the PC to 
indicate that the... 

. . .mode he has invoked, or conversely, how long he has pressed the switch, 
an audible feedback such as a beep sound is generated by the 
19 

electronic card. Thus, for every ... described above, the electronic card 
can have one switch or multiple switches. Similarly, the audible 
feedback can vary from a single beep to multiple beeps. Based on the 
context or the action taken by the user, the audible feedback or alert 
can have different sounds (e.g., beep, buzz, ring). Additionally, the 
audible sound!.. 

...of the switch would activate an ultrasonic transmission terininated by 
an audible beep for user feedback . A longer press could result in (i) ■ 
either the ultrasonic transmission or a simple pause, followed by (ii) 
either a terminating "beep" for user feedback or none; and (iii) by an 
audible transmission for use over the phone or another. . .of the analog 
front end of the reception unit is to detect the transducer's response 
to audio signals, amplify the transduced signals, filter them, and pass 
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...acoustic signals. 

48 The system of claim 46, wherein the mode logic provides an audible 
f eeviback • indicating the mode of the portable device.. 

4 9 The system of claim 48, wherein the audible feedback is a beep, 
where the number of beeps indicates the mode of the portable device. . . 
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Claims 

English Abstract 

Systems and methods for producing a digitally-computed acknowledgement 
of a delegated download event are disclosed. An information owner, such 
as the issuer of. . . 

...from the third party to an information device, such as a smart card. The 
computed acknowledgement is a digital "seal" or signature (depending 
upon the type. of cryptographic algorithm^ used) . .The... 

...generated by the information device using cryptographic keys resident on 
the information device itself. This acknowledgement is then made 
available to the information owner, who may then test the cryptogram to 
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...A2 Without international search report and to be republished upon 

receipt of that report. 

Search Rpt . . . 

...time limit for amending the claims and to be republished in the event of 

the receipt of amendments. 

Examination . . . 
Detailed Description 

... by the information device using cryptographic keys resident on the 
In 

information device itself This acknowledgment is then made available to 
the information owner, who may then test the cryptogram to. . . 

...a network; FIG. 2 is a flowchart depicting an exemplary method for 
computing a digital 

acknowledgment ; arid * * ' " * " '* 

FIG. 3 is a flowchart depicting an exemplary issuer verification 
procedure . 

DETAILED DESCRIPTION OF... 

... in accordance with various aspects of the present invention allow an 
issuer to authenticate the download of software onto a smart card 
via a trusted third party . 

More particularly, a signed download system provides a secure method of 
downloading and 1 5 ... algorithm) which uses a 56-bit key to encrypt 
64-bit blocks of data. The acknowledgment generated using a symmetric 
al(yorithm is a "seal," for example, a message authentication code... 

Claim 

said information device, wherein the information blocks beloner to an 
information 
owner; and 

C. an acknowledgment process, wherein said acknowledgment process 
produces, a verifiable, acknowledgement of .the transf erred, .information . 

2 The system of Claim 1, wherein the verifiable acknowledgment is 
transmitted to said information owner. 3 . The system of Claim 2, wherein 
the verifiable acknowledgment can only be interpreted 
: n 

by the information owner. 

4 The system of Claim 2, wherein the verifiable acknowledgment is 
uniquely related to 

C 

the transferred information. 

5 The system of Claim 2, wherein the verifiable acknowledgment can be 
tested and validated by the information owner. 

6 The system of Claim 1... 

...information device is a personal digital assistant. 

10 The system of Claim 1, wherein said acknowledgment process uses 
cryptography to produce the verifiable acknowledgement of the 
transferred information. 

11 The system of Claim 1, wherein said acknowledgment process is 
resident on said information device. 

7 

. The system of Claim 1, wherein said. . . 
...said information download to the information 
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In 

device; and 

b. the information device computing an acknowledgment . 

20 The method of Claim 19, further comprising: 

a. the information device making the computed acknowledgment availabl 
to a 

validating party; and 

b. the validating party verifying the computed acknowledgment . 

21 The method of Claim 20, wherein the validating party is the 
information owner and. . . 

. .the 

information device is initially configured to be updatable; 

b. the information device computing an acknowledgment ; 

C. the information device making the -computed acknowledgment' availabl 

to a 

validating party; and 

d. the validating party verifying the computed acknowledgment . 

ID 

31 The updated information device of Claim 30, wherein the validating 
party is a. . . 

. . 102 

104 

116 THIRD F 
Figs I a 
SMA ARD 202 
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CARD READER 

THIRD PARTY 204 

DOWNLOADS 

APPLET TO 

SMART CARD 

F . . . ' .. 

SMART CARD 206 

COMPUTES SEAL 
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SEAL OR 
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SENT TO ISSUER 
FOR 
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Figm. . . 
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Detailed Description 

Detailed Description 

... regarding it top renters to the bank that is loading Hertz's 
application onto a smart card . 

Other mechanical difficulties are presented should a customer desire to 
download and install a third party ' s application at the third 
party 's site if only the issuer is allowed to download and install an 
application . For example, should a customer wish to download a loyalty 

application while at the third party ! s place of business during a 
smart card transaction, it would be first be necessary for the card 
acceptance device to connect to... owns and maintains the I fe cycle state 
information and manages requested state transitions in response to 
external commands (such as APDU commands) . 
Pre-production state 202 refers to all smart... 

...and card manager 104, acting as the default application, is ready to 
receive, execute and respond to external APDU commands. In the Ready 
state any files loaded into ROM are available ... validated the install 
command and carried out instructed operations, the card manager may 
generate a response to ^return to the security domain . Completion of a 
delecrated load results in the * generation of a load receipt while 
completion of a delegated installation results in the generation of an 
install receipt . The processes in the delegated loading and delegated 
installation may occur in a 1 5... In one embodiment of step 384, the 
confirmation message takes the form of a load receipt . The load 
receipt provides confirmation from the card that a successful load of 
the application has occur-red through the delegated loading process. 
Preferable, the load receipt includes unique data related to the 
delegated loading transaction and a data authentication pattern applied 



...using a key known only to the issuer, the issuer can be assured upon 
later receipt of the load receipt that in fact the delegated load of 
the application was performed I 0 successfully. In one embodiment, the 
load receipt is returned in the data field of the response message 
from the last APDU load command sent to the security domain. 

Construction of a load receipt and calculation of a data authentication 
pattern may be performed in a variety of ways... 

. . .pattern- is calculated using data unique* to the 'loading transaction "and a * 
card manager load receipt 1 5 calculation key known only to the issuer. 
Preferably, the card manager calculates the data authentication pattern 
and constructs the load receipt . Information upon which the data 
authentication pattern is calculated using the key may include: a... 

...a unique card identifier), the load file AID, and the security domain 
AID. 
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The load receipt key is then applied to this information to generate 
the load receipt data authentication pattern. The load receipt is 
theh constructed by concatenating the load receipt DAP with the 
confirmation counter and identification data for the card. In this 
fashion a provider may later provide the load receipt to the issuer to 
confirm that the provider's application was successfully loaded onto a... 
of the invention, the confirmation message of step 396 takes the form of 
an install receipt that may be produced in the same fashion as the load 

receipt of step 384. The install receipt provides confirmation from 
the card that a successful installation of the application has occurred 
through the delegated installation process. Preferable, the install 
receipt includes unique data related to the delegated installing 
transaction and a data authentication pattern applied. . . 

...using a key known only to the issuer, the issuer can be assured upon 
later receipt of the^ install receipt , that in fact the delegated^, . 
install of the application was 
27 

performed successf tilly . In one embodiment, the install receipt is 
returned in the data field of the response message from the last APDU 
Install command sent to the security domain. 

Construction of an install receipt and calculation of a data 
authentication pattern may be performed in a variety of ways... 

. . .pattern is calculated using data unique to the installing transaction 
and a card manager install receipt calculation key known only to the 
issuer. Preferably, the card manager calculates the data authentication 
pattern and constructs the install receipt . Information upon which the 
data authentication pattern is calculated using the key may include: a... 

...a unique card identifier), the load file AID, and the application 
instance AID. The install receipt key is then applied to this 
information to generate the install receipt data authentication 
pattern. The install receipt is then constructed by concatenating the 
install receipt DAP with the confirmation counter and identification 
data for the card. In this fashion a provider may later provide the 
install ' receipt to trhe 'issuer to co'nfirm that *the provider's ' * '• 
application was successfully installed onto a... After verifying this 
information, the card manager carries out the deletion and then returns a 

response that includes a DAP generated by the card manager. This 
response including the DAP is referred to as the Delete Receipt . FIG. 
12 is a flow diagram describing a technique for performing delegated 
loading. 

In a . . . 
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English Abstract 

...including a transaction server (180), a transaction database (170), a 
server authentication module, and a receipt generation module. An 
Internet connection (30) is used between the client (2n) and the server 



...connection (30) and are authenticated to each other. A transaction 

module is included wherein, in response to the client and server being 
authenticated, the client (2n) issues a transaction request to the server 
(4) and the transaction server (180), in response to a client 
transaction request, executes an electronic payment transaction at the 
server and records the transaction in the transaction database (170) . The 
server receipt generation module, in response to an executed 
electronic payment, then generates a receipt and transmits the receipt 
to the client (2n) . ... 

.Detailed Description • ... • . ...... .. „ , 

... a network including a transaction server, a transaction 

database, a server authentication module, and a receipt generation 
module; and 

an internet connection between the client and the server network; 
wherein the . . . 

...via the internet connection and are 
authenticated to each other; 

a transaction module wherein, in response to the client and server 
being 

authenticated, the client issues a transaction request to the server and 
the transaction server, in response to a client transaction request, 
executes an electronic payment transaction at the server and records the 
transaction in the transaction database, and wherein the server receipt 
generation module, in response to an executed electronic 
5 

payment, generates a receipt and transmits said receipt to the 
client, said receipt comprising the client digital signature and a data 
set uniquely identifying the 

executed transaction; ^and ^ ^ 

wherein the receipt *is 'printable by the client printer and the printed 
receipt is an evidence of payment for the executed transaction. 

In one embodiment, the module for the receipt further comprises the 
server digital signature. 

The server may include a first server, a firewall... 
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.between the third party seller and the server, wherein the client 
further comprises a registration certificate representative of being a 
consumer "registered with said third party seller. In such a system... 

* r 

.party credit facility and the server, wherein the server has a credit 
module and, in response to a suitable client transaction request, a 
credit card payment request is made by the... a network including a 
transaction server, a transaction database, a server authentication 
module, and a receipt generation 
module; 

(c) connecting the client to the server network via an internet 

connection; 

(d. . . 

.each other; 

(e) issuing a transaction request from the client to the server; 

(f) in response to a client transaction request, executing an 

electronic * * . • - ■■ 

payment transaction at the transaction server and recording the 
transaction in the transaction database, generating a receipt at the 
server receipt generation module, providing said receipt with the 
client digital signature and a data set uniquely identifying the executed 
transaction, and transmitting said receipt to the client; and 

(g) printing said receipt using the client printer, wherein the printed 
receipt is an evidence of payment for the executed transaction. 

7 

In one embodiment, step (e... 

.signature, and step (f) includes providing the server digital signature 
as a part of the receipt . 

In a preferred embodiment, step (b) includes providing a single TCP/IP 
port connecting the... Server Master 
Payment descending 
Server register 

4. Digitally 4. Send 

Sign .and. Transaction , . . . ... - . .. 

Encrypt Summary 
Response to Log 

5. Send Server 
ciphered 
message to 
client 

Server Actions 

Transaction Transaction Master Server. . . 

. Summary Summary 
Payment to Log to Log 
Server Server Server 

4. Digitally 
sign and 
Encrypt 

Response 

5. Send 
digitally 
signed and 
ciphered 
message to 
client 

Server Actions 

Transaction Transaction Master Server... 
.n Server 

Request to Summary 
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Publication Date: 1994" Country of Publication: UK • 91 pp.* 
ISBN: 0 85296 962 7 
Language: English 
Subfile: C 

Abstract: Today we find our wallets and purses filled with numerous bank 
and credit cards . Soon these may all be replaced by smart cards 
-similar in appearance; but embedded with a microprocessor capable of 
handling much more information than the current magnetic stripe cards. With 
this capacity. . . 
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(c) 2004 The New York Times. All rts. reserv. 
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VISA WILL PUT A MICROCHIP IN NEW CARD 

New York Times, Col. 6, Pg. 3, Sec. D 
Tuesday March 21 1995 

ABSTRACT: 

...cards this year; initially, banks will issue cards in both 
single-use and rechargable versions; banks will also be able to embed 
microchips in their existing credit cards and automated teller 
machines, enabling customers to add value to new cards from their bank... 
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09062951 

E-cash launch heralds end to bulging pockets 

UK: BARCLAYCARD/CELLNET LAUNCH ELECTRONIC PURSE 
The Express (ANZ) 22 Feb 1999 p. 25 
Language : ENGLISH 

... in Leeds from April 1999. The system will allow consumers to download 
money from their bank accounts on to a special credit card using 
their mobile phone. The 'Visa Cash 1 cards are embedded with a special 
computer chip. . . 

20/3, K/21 (Item 14 from file: 583) 

DIALOG (R) File 583: Gale Group Globalbase (TM) 
(c) 2002 The Gale Group. All rts. reserv. 

06294761 

Datenspeicher in der Brieftasche 

WORLD: SIEMENS FORECAST FOR SMART CARDS 
Die Tabak Zeitung (TZ) 12 Apr 1996 p. 11 
Language: GERMAN 

...in 1995. After 1997, telephone cards (22% of the total market in 2000) 
will be replaced by bank cards as the main application , accounting 
for 33% of the market. Healthcare applications are expected to account for 
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Saubere Trennung 

GERMANY : MOBILE PHONE CARDS TO BE UPGRADED 
Wirtschaftswoche (XIQ) 22 Jul 1994 p. 93, 94 
Language: GERMAN 

... cards and therefore are looking for cooperations. In view of worldwide 
acceptance of credit and bank cards , cooperations which credit card 
issuers and banks would be a logical step. Talkline is currently in 
talks with Visa, while Debitel negotiates... 
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1992732 Supplier Number: 01992732 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
Picking winners and losers in digital cash: Part 2 of 2 

(Various digital cash products from firms including Mondex and Prosys are 
outlined in part two of article concerning digital cash) 

Bank Technology News, v 10, n 10, p 15 
October 1997 

DOCUMENT TYPE: Journal ISSN: 1060-3506 {United States) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 27 30 

ABSTRACT : 

...the last 20 transactions. But as card storage costs fall, the Mondex 
audit trail will improve . 

Visa Cash, a bearer certificate product from Visa , is chip card 

-based. It has been piloted at the Visa headquarters since 1995 and made 
its first . . . 
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From France, a glimpse of things to come 

O Sullivan, Orla 

ABA Banking Journal v89n3 PP: 57-62+ Mar 1997 
ISSN: 0194-5947 JRNL CODE: BNK 
WORD COUNT: 3326 

...TEXT: using smart cards, either stored value cards (issued by the public 
transit authority) or general bank cards , enhanced by microchips . 
When commuters need assistance, they "videoconf erence" with a transit 
official at headquarters. 

Against a backdrop ... bank card infrastructure) he says. 

"We didn't make any conscious decision to exclude them," responds First 
Union Vice-President, Mike Love. 

"I haven't heard of acquirer resistance," says the... 
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Verisign acts as an online notary public. (VeriSign Inc and Visa 

International will offer .digital certification of credit cards) . (Company 
Business and Marketing) 
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23/3 ,K/2 (Item 2 from file: 621) 

DIALOG(R) File 621:Gale Group New Prod.Annou. (R) 
(c) 2004 The Gale Group. All rts. reserv. 

01357101 -Supplier Number: 46219698 (USE FORMAT 7 FOR FULLTEXT) 

GO SOFTWARE ANNOUNCES SUPPORT FOR MICROSOFT'S INTERNET ACTIVEX TECHNOLOGIES 

PR Newswire, p312SESP002 
March 12, 1996 

Language: English Record Type: Fulltext ■ 
Document Type: Newswire; Trade 
Word Count: 4 66 

static web pages into active, useful applications." 
GO Software is a leading supplier of innovative credit card 
processing software . GO Software 1 s PC-Charge replaces the stand alone 
single function bank terminals many businesses currently use to process 
credit cards . GO Software has established long-standing relationships 
with banks and institutions that help process credit card transactions... 



23/3, K/3 (Item 1 from file: 636) 

DIALOG (R) File 636: Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

03957135 Supplier Number: 50318959 (USE FORMAT 7 FOR FULLTEXT) 
INDUSTRY BRIEFS 

Voice Technology & Services News, vl7, nl3, pN/A 
June 23, 1998 

Language: English .Record Type: Fulltext. ... 
Document Type: Magazine/ Journal ; Trade 
Word Count: 4 67 

... Digital's 3Q newsletter feature article on Conversa Web. The Web 

Store allows Digital channel partners and customers to download 
software and place orders using company purchase orders or credit cards 
. As part of Digital's new electronic marketplace, Conversa can tap into 
the market potential... 



23/3, K/5 (Item 3 from file: 636) 

DIALOG (R) File 636: Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

03901197 Supplier Number: 50075357 (USE FORMAT 7 FOR FULLTEXT) 
CONVERSATIONAL COMPUTING CORP: Digital allies with Conversational - 
recognizes company as one to watch 

M2 Presswire, pN/A 
June 15, 1998 

Language: English Record Type: Fulltext 
Document Type: Newswire;* Trade 
Word Count: 692 

... Digital's 3Q newsletter feature article on Conversa Web. The Web 

Store allows Digital channel partners and customers to download 
software and place orders using company purchase orders or credit cards 

Conversa Web, voted v Most Outstanding Desktop Software 1 at 1998 f s 
Spring Internet World, is a... 



23/3, K/8 (Item 6 from file: 636) 

DIALOG(R) File 636:Gale Group Newsletter DB <TM) 
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HP'S E-COMMERCE STRATEGY TARGETS IBM'S BANKING BUSINESS 

Network Briefing, pN/A 
Sept 25, 1997 

Language: .English Record Type: Fulltext 
Document Type: Magazine/ Journal ; Trade 
Word Count: 342 

The report notes that consumer electronic transactions typically 
involve the buyer, the merchant, -and the bank , and that VeriFone's - ■ 
Omnihost software switches the transaction to the correct bank . HP, 
it says, is looking to place credit card processing systems in these 
banks , which can lead to additional sales. 

Also a single system sale can also lead to. . . 



23/3, K/9 (Item 7 from file: 636) 

DIALOG (R) File 636: Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

03528691 Supplier Number: 47289614 (USE FORMAT 7 FOR FULLTEXT) 
Visa Adds A Shot Of Java To Its Smart Card Plan 

Bank Network News, pN/A 
April 11, 1997 

Language: English Record Type: Fulltext 
Document Type: Newsletter; Trade 
Word Count: 505 

loyalty programs to consumers through ATMs and point-of-sale 
terminals. ...... - - .... 

Java cards will allow banks to invest in one chip card that can 
be upgraded as applications are added, rather than requiring an issuer to 
pay for card reissuance or... 

. . . Hypercom Inc. and De La Rue Fortronic Inc. are working on terminals for 
the platform. 

Smart card industry observers see the announcement as a response 
to MasterCard 1 s purchase of Mondex International, a competing global 
chip card product. "Using Java chip cards may give Visa a leg up on 
Mondex, " says David. . . 



23/3, K/12 (Item 10 from file: 636) 

DIALOG (R) File 636:Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

03069680 Supplier Number: 46273180 (USE FORMAT 7 FOR FULLTEXT) 
FBS Software Wins Wachovia Contract 

Credit Card News, pN/A 
April 1, 1996 

Language: ■ English Record Type: Fulltext ■ 
Document Type: Newsletter; Trade 
Word Count: 123 

(USE FORMAT 7 FOR FULLTEXT) 
TEXT: 

While most credit card issuers are turning to third parties for 
processing, Atlanta-based Wachovia Bank Card Services instead plans to 
upgrade its in- house processing software . 



23/3, K/15 (Item 13 from file: 636) 

DIALOG (R) File 636: Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 
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Improved chip technology is enabling banks to use smart cards 
CardFAX, pN/A 
Sept 4, 1995 

Language: 'English Record Type: Fulltext 
Document Type: Newsletter; Trade 
Word Count: 68 

(USE FORMAT 7 FOR FULLTEXT) 
Improved chip technology is enabling banks to use smart- cards 
TEXT: 

CHIPPING IN: Improved chip technology is enabling banks to use smart 

cards for other functions. "New 1 chips have a bigger memory capacity so 
they can hold more... 

23/3, K/17 (Item 15 from file: 636) 

DIALOG (R) File 636:Gale Group Newsletter DB(TM) 
(c) 2004 The Gale Group. All rts. reserv. 

01145534 Supplier Number: 40935921 (USE FORMAT 7 FOR FULLTEXT) 
CAMS , a management system for both credit and debit 

EFT Report, vl2, nl7, p5 
Sept 11, 1989 

Language: English Record Type: Fulltext 
Document Type: Newsletter; Trade 
Word Count: 4 91 

... in-house card processing system with the CAMS system. Hogan's 

commitment to keep the software updated and in compliance with the 
bank card companies 1 changes relieves our internal resources of a 
tremendous burden." 

Hogan Systems Inc. supplies integrated. . . 



23/3, K/22 (Item 1 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
0651776 NY022 

AT&T AND NCR OFFER SMART CARD UPGRADE KITS FOR BANK MACHINES 

DATE: November 17, 1993 10:24 EST WORD COUNT: 687 

...said O'Brien. "This means upgraded ATMs can still accept mag-stripe 
cards from other banks , while the bank that owns the ATM can phase in 
smart cards with its customers. 

AT&T Smart Cards will provide turnkey software to each bank 
purchasing upgrade kits, as well as technical assistance in developing 
customized applications -for the smart cards. ■ * ■ 

NCR. . . 
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Xircom announces new family of 33 . 6 PC Card modem products ; offer increased 
performance and broad international connectivity; new features include 
rugged MiniDock connector system. 
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New Modems: Xircom Ships GlobalACCESS PC Card Ethernet+Modems and Modems; 
International -specific features make worldwide connectivity easy and 
reliable 
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22/3, K/l (Item 1 from file: 13) 

DIALOG (R) File 13:BAMP 

(c) 2004 The Gale Group. All rts. reserv. 
* .» 

1085974 » Supplier Number: 01529460 {USE FORMAT 7 OR 9 FOR FULLTEXT) 
Smart Cards , The Latin Way 

(Latin America appears to be an unlikely candidate for a booming smart 
card market, but the region offers significant opportunities; many 
banks have card projects planned or underway in Latin America) 

Article Author(s): Rigney, Melanie 

Credit Card Management, v 11, n 3, p 73-77 

June 1998 . ...... . . . . .... 

DOCUMENT TYPE: Journal ISSN: 0896-9329 (United States) 
LANGUAGE: English RECORD TYPE: Fulltext; Abstract 
WORD COUNT: 2827 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 
Smart Cards , The Latin Way 

(Latin America appears to be an unlikely candidate for a booming smart 
card market, but the region offers significant opportunities; many 
banks have card projects planned or underway. . . 

) 

ABSTRACT: 

Latin America is emerging as a potentially profitable market for smart 
cards . This can be attributed to Latin American countries 1 recovering 
economies, increasing population, and growing middle class. Also, the lack 
of dependable telecommunications and increasing number of cases of credit 

card fraud are seemingly contributing to a sense of urgency for Latin 
Americans to use smart cards . Brazil is one country that can represent 
the potentially profitable market of Latin America for smart cards . The 
country reportedly has 160 million citizen, all of whom are potential 
credit customers. Notably. .\ 

...of them have attained financial security. Aside from financial services, 
Latin American countries also use smart cards in telecommunications, 
public transportation, and government applications. Some of the Latin 
American countries that are already making use of smart cards are 
Argentina, Chile, and Venezuela. With the popularity of smart cards in 
Latin America, banks are thinking of moving credit and debit functions to 
chip cards . They, however, are still not sure whether or not they would 
pursue electronic-purse applications. Article discusses the uses of smart 
cards in Latin American countries. ... 

TEXT: 

. . .Melanie Rigney 

Unlike its neighbors to the north struggling to make a business case for 
smart cards , Latin American countries are plunging into the chip - card 
arena . 

With a history of economic and political turmoil, Latin America appears to 
be an unlikely candidate- for a booming - smart card market*. 

But rebounding economies, a burgeoning population, and a growing middle 
class are making the market ripe for smart cards . And the lack in many 
areas of dependable telecommunications and a skyrocketing credit card 
fraud rate are contributing to a sense of urgency for smart cards . 

In Brazil, for example, about half of the country's 160 million people are 
potential . . . 

...secure card system. 

For some vendors, the region already is proving lucrative. Philippe Vinci, 



Caryn Wesner-Early EIC 3600 September 14, 2004 1 



Bull Smart Card & Terminal Division Latin America director, says his 
company's revenue in the region grew more... 

...about a .year and a half ago there was a definite shift (in attitudes 
about* smart cards ) and it came like El Nino," says Jorge Fernandez, 
executive vice president and general manager... 

...America for terminal vendor IVI Ingenico Inc. "People (in Latin America) 
started waking up to smart cards . " 

However, there's been a bit of a shadowy bear in this market recently. Some 

...Still, the region today is so dynamic that it's difficult to estimate 
how many smart cards are in the market, much less how many there will 
be in a year or. . . 

...or months, with delayed or accelerated launch dates. 

Latin America is the Wild West of smart cards . It may surpass North 
America — indeed, some even speculate it will be as important as... 
...Telefonos de Mexico, until recently the country's only long-distance 
carrier, had 150,000 chip card -only pay phones in operation at the end 
of 1997. The figure is expected to... 

...phone fraud and vandalism, he notes. 

Noting Telmex's success, Manuel Vergez, who oversees Oberthur Smart 
Cards ' Latin America office in Mexico, says: "How many countries in the 
entire world can say, 'We have 120 million smart cards in the market 
each year?' Not so many. In Mexico, you cannot find someone who never used 
a smart card . " 

Mexican phone card demand was a major factor in Gemplus ' decision in 1996 
to open in Cuernavaca, Mexico, its largest smart card manufacturing 
plant in the Americas with an annual production capacity of 100 million 
cards. But Moussel says all of Latin America's major telecommunications 
companies are moving toward smart cards . Among those already using 
smart cards : Argentina, Chile, and Venezuela, says Bull's Vinci. 

Schlumberger in 1996 acquired Printer, Mexico's... 

. . . the year . 

Meanwhile, while banks seem very interested in moving credit and debit 
functions to chip cards to reduce fraud, debate continues over whether 
they want to pursue electronic-purse applications — and... to refit Brazil's 
Banco Bradesco branch automation equipment, which could clear the way for 
smart card options. Murray Swanston, Keycorp's manager for Brazil, says 
the country "is a check-based. . . 

...from cigarettes to McDonald's hamburgers to gas to goods in department 
stores. So a smart card that can be a cash replacement and also replace 
checks will have great potential." . , ... .... 

However, Fernandez says, "You have to provide consumers with a reason to 
use a smart card , and it's not there today for Visa or MasterCard." 
Conversely, "in Mexico City, if you want to use a pay phone, you've got to 
have a smart card , " he says . 

Visa International and some of the region's banks are hoping to interest 
their best customers in special benefits available with smart card 
technology. Sixty-six Latin American and Caribbean banks in February began 
issuing upscale Visa platinum credit cards with chips that will offer 
more secure shopping on the Internet and other special services... 
...into their personal computer, enter a password, and shop at any Internet 
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merchant that accepts credit cards . The cards also will be compliant 
with the SET 1.0 standard for e-commerce. . . 



. . . information . 

Some 4 million to 5 million people within the region are eligible for gold 
credit cards , and of that group, 85% have personal computers and 56% 
have Internet access, he says... 

...sure, the ability to provide special services for upscale consumers is 
important. But a major smart card driver for banks is credit card 
fraud reduction, says Fair ^Isaac's Duque-Ribeiro . "Fraud levels are 
absolutely unbelievable/" representing into..'. 

...carry a lot of cash." 

Schlumberger 1 s Caudel says getting credit and debit applications on chip 
cards is the most immediate need in the region, followed by electronic 
purse, university and Internet... 

. . .payment . 

Banks can't make a business case for an electronic-purse program by itself, 
Visa ! s Jimenez acknowledges . "The first application requires you to put 
in the infrastructure, the readers, the terminals, the... 

...banks have been pursuing Visa Cash pilots. MasterCard's Mondex also has 
a number of smart card projects underway in the region (box, page 74). 

Eventually, "we will move every card product we have today" to the 
chip-based card, says Juan Carlos Paez, Mondex 1 s smart card project 
director. But initially, an undisclosed number of MasterCard Gold and 
standard accounts will be... 

...Card Technology, Paramus, N.J., says he expects to see growth in the use 
of smart cards for health and insurance purposes, especially in Mexico. 

Meanwhile, German Cardenas, president of Hypercom Latin America, says that 
after stored value is established as a viable smart card function, 
government benefits programs and health and insurance applications are 
likely to follow. "We're... 



...order is being reversed. 
Bectronic Benefits 



The Brazilian state of Ceara has ordered 300,000 microprocessor cards to 
manage government pension payments, Gemplus' Moussel says. With bank 
transactions increasing with the improving economy and with growing 
numbers of retirees, it is said to be almost impossible for... 

...decision soon on whether the Mexican government's new Progressa 
electronic benefits program will employ smart cards . Some 1.5 million 
smart cards have been issued since 1992 for a benefits program 
originally known as Cqnasup^o and today... . ^ ... 

...30,000 readers in the field. "People know there is no real solution 
other than smart cards when you are talking about services to people or 
areas that have no telephones or... 

...offline system, and the Mexican government is very aware of that," 
Moussel says. 

Latin American Smart Cards (estimates for year-end 1998) 

Application Number of Cards 

Telecommunications 160 million 

Financial Services 575 000 chip cards 
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and several thousand terminals were deployed for this project, which will 
be expanded in 1998. 

Elsewhere, .Simon Nutt, IBM global smart card solutions sales executive, 
says there's been some interest in a government health card in... 

...programs often are cited. Nutt says his company is focusing on 
electronic business applications for smart cards . While he wouldn't 
provide specifics, he says companies in the region are increasingly 
interested. . . 

...trucking companies is interested in a program in which businesses would 
pay delivery drivers via* smart " card rather than cash, IVI Ing'enico ' s 
Fernandez says. Under the current system, in which payments... 

...of nearly $50; however, the toll highways are far faster than other 
roads. Using a smart card can provide truck companies detailed reports 
of the routes their drivers take, and eliminates the... 

...robbed or commit fraud. 

But for all the opportunities, there are also challenges to the smart 
card business in Latin America. Says Keycorp's Swanston: "The challenges 
are the high import costs... 

. . . face. . . (is participants 1 ) resources to finance the move from a 
mag-stripe business to a smart cards business. Financing POS, ATMs, and 
cards for an entire country, or even a bank, is... 

...His colleague, Etienne Couelle, executive vice president of development 
and chief financial office for Oberthur Smart Cards USA Inc., outlines 
other challenges. "In the banking community, there is a lack of visibility 



... in the region . 

Still, all things considered, and keeping in mind the potential pitfalls, 
most smart card vendors can't help but get excited about the potential 
that Latin America holds. 

"The. . . 

...new technology takes several years to implement," says Dassault's 
Romero. "Just look at the chip card projects in some European 
countries. We think that were a national program in Brazil or... 

...market grow at rates much higher than in Europe." 

A Snapshot of the Latin American Smart Card Market 

(Card projects under way or under discussion) 

Argentina 

Financial services: 10 banks involved in... 

...with MacDonald's cobranding; Credired finance company converting 200,000 
low-income account holders to smart card system. 

Telecommunications: Memory-only phone cards. 

Transportation: Contactless transit card test planned in September in 
Buenos Aires. 

Government: Talk of a smart card -based identification program. 
Brazil 
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Financial services: Visa Cash program in Campinas involves 500 merchants 
and. . . 

. . . Transportation : Sao Paulo, Brasilia, Rio de Janeiro and Goiana all 
testing or planning to test smart card transit programs. 

Government: State of Ceara ordered 300,000 chip cards with debit 
functionality or ordered to manage pension payments. 

Colombia 

Financial services: Visa* Cash 'program. - ■ • ....... 

...program that eventually could support debit and credit. 

Telecommunications: Telmex is the biggest consumer of chip cards in the 
world with annual consumption of 130 million; chip phone cards may reach 
350. . . 

...again plans to move programs for poor people's medical and food expenses 
to a chip card ; 80,000 chip cards ordered for corn flour subsidy 
program; also talk of smart card -based identification and voter cards. 

Other: Bancomer offers trucking companies a smart card system for 
driver tracking, toll collection. 

Source: Vendors, associations, issuers 



PRODUCT NAMES: Prepayment smart cards (367 933... 
. . .Information .Smart . fc Car,ds , . (367934.. 
...Credit and debit cards (614200) 
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0002001 

American Banker - December 30, 1981, Wednesday; Pg. 5 
WORD COUNT: 64 5 

TEXT: 

. . . pro j ect . 

Plus System, the shared interstate network of automated teller machines 
operated by Rocky Mountain BankCard System, Denver, is implementing a 
program of electronic merchant terminals. The system will provide a direct 
attachment from numerous merchant locations to card issuers, including 
those of Visa and MasterCard . These small terminals utilize existing 
telephone lines while automatically reading the magnetic stripe of cards. 
Simultaneously, ' automatic * dialing to 'the' Rocky Mountain Bank'Card sVitch 
occurs, with a response appearing on the merchant terminals in 20 
seconds, according to the Plus System. This system. . . 

...the merchants from having to verify that each card is not on the warning 
bulletins issued by both national card organizations. Over 450 
merchants have contracted thus far for the service. The shared ATM system 

... soon will be available to some 20,000 merchants in the region who 
deposit their credit card sales at any of the 435 financial 

institutions who are members of Rocky Mounain BankCard . 

Bank Earnings International, Atlanta, is offering an automated system 
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that helps bank proof departments increase... 

. . . been proven in banks across the country, according to the bank 
consulting, firm. In one application at a large midwestern bank holding 
company, the system resulted in reducing float by over 10% and generating, 
at 12% interest, annual savings of $4.8 million, stated Gerry Eickhoff, 
Bank Earnings International president. The bank also experienced 
improvements in staffing requirements (down 40%), proof items paid per 
hour (up 75%), annual personnel turnover... 

...COMPANY NAMES (DIALOG GENERATED): Proof Management ; Capsco Banking 
Systems Inc ; First National Bank of Lancaster Tex ; First Security Bank ; 
MasterCard ; * Mercantile- Texas Corp ; Plus System ; Response- Analysis 
Corp ; Rocky Mountain BankCard System ; Southwestern Bank and Trust ; 
Synergistics Research Corp ; Union Bank ; United Oklahoma Bank ; Visa ; 
Will. . . 



22/3, K/3 (Item 1 from file: 268) 

DIALOG (R) File 268: Banking Info Source 

(c) 2004 ProQuest Inf o&Learning . All rts. reserv. 

00315357 (USE FORMAT 7 OR 9 FOR FULLTEXT) 

Visa adds a shot of Java to its smart card plan 

Anonymous 

Bank Network News, vl5, n22, p5, Apr 11, 1997 DOCUMENT TYPE: Newsletter 
Article LANGUAGE: English RECORD TYPE: Abstract Fulltext 
WORD COUNT: 00500 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 
Visa adds a shot of Java to its smart card plan 

ABSTRACT : The cornerstone of ^what Visa International calls its_ Partner 
Program includes the use of chip cards that can read applications 
programmed with Java. Java cards will allow banks to invest in one chip 

card that can be upgraded as applications are added, rather than 
requiring an issuer to pay for card reissuance or to commit to a chip - 
card plan before testing it in the market. 

TEXT: 

Visa International has announced the next leg of its chip card 
strategy, which it claims will help banks build a compelling business case 
for issuing smart cards . 

The cornerstone of what Visa is calling the Partner Program includes 
the use of chip cards that can read applications programmed with Java, 
a computer language that is widely used for Internet applications. Java 
allows small parts of applications to be downloaded over computer 
networks as needed. That would allow card-issuing banks to deliver such 
new card applications as storedvalue or loyalty programs to consumers 
through ATMs and point-ofsale terminals. 

Java cards will allow banks to invest in one chip card that can 
be upgraded as applications are added, rather than requiring an issuer to 
pay for card reissuance or to commit to a chip - card plan before testing 
it in the market - . . - . . 

"The ability to modify and change the card. . . 

...because each card manufacturer's operating system will be able to read 
Java applications. Java chip cards have been developed by such major 
smart card providers as Gemplus Card International Corp. and 
Schlumberger Smart Cards & Systems Inc. Pick And Choose 

The Partner Program will allow issuing banks to choose from a range of 
smart card tools and applications, Visa says. Among the technology 
companies working with Visa on the chip card platform are IBM Corp., 
Siemens Corp. and VeriFone Inc. Hypercom Inc. and De La Rue Fortronic Inc. 
are working on terminals for the platform. 
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Smart card industry observers see the announcement as a response 
to MasterCard 1 s purchase of Mondex International, a competing global 
chip card product. "Using Java chip cards may give Visa a leg up 
on Mondex," says David W. Lott, senior associate at Atlanta-based Dove... 

...used, there are expected to be more software programmers who can develop 
new applications for Visa . 

Mondex reportedly will use a proprietary computer programming 
language, called MAOS, for developing multiple-card. . . 

...have to rely on a single chip provider," says Michael G. Love, vice 
president of chip card ^technology at First Union.. First Union has ^npt 
yet made plans to move its Visa... 
DESCRIPTORS: Credit card processing... 

. . . Smart cards 
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Using scenario analysis to manage the strategic risks of reengineering . 

demons, Eric K 

Sloan Management Review (Sloan Manage Rev) v. 36 (Summer f 95) p. 61-71 
LANGUAGE: English 
WORD COUNT: 8893 
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TEXT:* • * ' ■ ' ■ - 

retirement as neither they, nor their firms, appear suited for the 
current competitive environment. 

Consumer credit card organizations and interbank credit card 
franchises like MasterCard and Visa offer another example. Both MasterCard 
and Visa evolved when thousands of banks (issuers) issued credit cards , 
and thousands of banks (acquirers) literally "bought the paper charge 
receipts" from merchants and acquired. . . 

. . . current forms . 

Both organizations appear uncertain about their future direction; 
indeed, AT&T and GM credit card launches, Microsoft's acquisition of 
Intuit (Quicken) , and the joint Microsoft /Visa transaction exchange network 
...and rewriting systems often hundreds of millions of dollars or more. 
A major U.K. bank spent close to $1 billion replacing its branch 
automation hardware and software . However, it did not examine its 
commitment to branch banking or the branches 1 future role... 

...would occur in corporate travel and carved out a $6 billion global 
market share before American Express understood the changes and 
developed a strategic . response , . , . . 

SCENARIO ANALYSIS IN PLANNING FOR STRATEGIC UNCERTAINTY 
The desire for a single right answer, anchoring. . . 

...of more traditional strategic planning; rather, they provide competing 
views of the future, such as " Credit card associations like MasterCard 
and Visa are supplanted by networks provided by Microsoft or the Internet; 
associations remain, but credit card issuers are dominated by 
nonfinancial institutions like GM or Exxon; consumer cards are for 
facilitating. . .universal service," local operating companies overcharge 
their subscribers in cities and subsidize rural areas, while credit card 
companies and insurance companies historically have overcharged some 
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customers (the lowest risk, most attractive accounts) and subsidized 
others. This works as long as telephone customers have no alternatives and 

credit card companies or insurance companies cannot use detailed 
information to target individual customers and provide prices... 



Caryn Wesner-Eariy EIC 3600 September 14, 2004 8 



09677153 



=> dis his. 

{ FILE 1 HOME 1 ENTERED AT 11:58:41 ON 14 SEP 2004) 

FILE 'CONFSCI 1 ENTERED AT 11:58:47 ON 14 SEP 2004 

LI 32 S (CHARGE OR CREDIT OR DEBIT OR BANK OR MASTER OR SMART OR INTE 

L2 55 S (FIRST OR 1ST) (W) PARTY OR (INFORMATION OR DATA OR INFO OR REC 

L3 35537 S SOFTWARE OR CHIP OR APPLET OR APPLICATION OR APP OR APPS OR I 

L4 35918 S UPGRAD### OR UPDAT? OR UP(W)(GRADE# OR DATE#) OR CORRECT### O 

L5 5520 S AFFILIATE* OR (THIRD OR 3RD OR ANOTHER OR OTHER) (W) (PARTY OR 

L6 39627 S ACKNOWLEDG? OR RECEIPT OR CERTIFICATE OR RESPOND* OR RESPONSE 

L7 IS L3(10A) (L4 (5A)L5) 

L8 OS L2(10A)L6 

L9 0 S LI AND (L7 OR L8 ) 

L10 686 S L3(P)L4 

Lll 0 S LI AND L10 



09/14/2004 CSW-E 



Results (page 1): +"s mart card" +...liate partner acknowledg* iteitpi;#portal.acm.org/resu^ 



S PORTAL 



Subscribe Register Log'" 

(Full Service) (Limited Service, Free) 



Search: ©The ACM Digital Library OThe Guide 
1 +"smart card" +upgrade affiliate partner acknowledg* receipt 



a©i2l !c)ii(2i!rr^\.L iL|!l^l^/.M"^ 



r f 




Sort results 
by 



relevance 



Display results expanded form 



^Save results to a Binder 
® Search Tips 

□ Open results in a new window 



Results 1 - 15 of 15 

1 Fast detection of communication patterns in distributed executions 
Thomas Kunz, Michiel F. H. Seuren 

November 1997 Proceedings of the 1997 conference of the Centre for Advan 

Full text available: ^ pdf(4.21 MB) Additional Information: full citation, abstract, refer 

Understanding distributed applications is a tedious and difficult task. Vis 
are often used to obtain a better understanding of the execution of the a 
Poet, an event tracer developed at the University of Waterloo. However, 
do not provide the user with the desired overview of the application. In 
occurrences of non-trivial commun ... 



Websites 
Michelle Temper 

November 1997 netWorker, Volume 1 Issue 3 

Full text available: ^ pdf(53.32 KB) Additional Information: full citation, references, index terms 



l of 4 



9/14/04 12:21 PM 



1 

1 . . . . . 

Fast detgction of communication patterns in distributed executions 
Thomas Kunz, Michiel F. H. Seuren 
November 1997 

Proceedings of the 1997 conference of the Centre for Advanced Studies on Collaborative research 

Full text available: pdf(4.21 MB) 
Additional Information: full citation, abstract, references, index terms 

Understanding distributed applications is a tedious and difficult task. Visualizations based on process-time 
diagrams are often used to obtain a better understanding of the execution of the application. The visualization 
tool we use is Poet, an event tracer developed at the University of Waterloo. However, these diagrams are often 
very complex and do not provide the user with the desired overview of the application. In our experience, such 
tools display repeated occurrences of non-trivial commun ... 

2 

Websites 

Michelle Tepper . . 

November 1997 
netWorker, Volume 1 Issue 3 
Full text available: pdf(53.32KB) 
Additional Information: full citation, references, index terms 

3 

Can kiwis fly?: computing in New Zealand 
Michael D. Myers 
April 1996 

Communications of the ACM, Volume 39 Issue 4 
Full text available: pdf(221.67 KB) 
Additional Information: full citation, references, citings, index terms 

4 

Techniques for trusted software engineering 

Premkumar T. Devanbu, Philip W-L Fong, Stuart G. Stubblebine 

April 1998 

Proceedings of the 20th international conference on Software engineering 

Full text available: pdf(1.21 MB) Publisher Site 
Additional Information: 
full citation, references, citings, index terms 

5 

Unified login with pluggable authentication modules (PAM) 
Vipin Samar 
January 1996 

Proceedings of the 3rd ACM conference on Computer and communications security 
Full text available: pdf(1.12MB) 
Additional Information: full citation, references, index terms 



6 

Mobile networking in the Internet - 
Charles JE. Perlpns 
December 199a, 

Mobile Networks and Applications, Volume 3 Issue 4 
Full text available: pdf(l 66.90 KB) 
Additional Information: full citation, abstract, references, citings, index terms 

Computers capable of attaching to the Internet from many places are likely to grow in popularity until they 
dominate the population of the Internet. Consequently, protocol research has shifted into high gear to develop 
appropriate network protocols for supporting mobility. This introductory article attempts to outline some of the 
many promising and interesting research directions. The papers in this special issue indicate the diversity of 
viewpoints within the research community, and it is ... 

7 

Responses to NIST's proposal 

Ronald L. Rivest, Martin E. Hellman, John C. Anderson, John W. Lyons 

July 1992 r , . 

Communications of the ACM, Volume 35 Issue 7 
Full text available: pdf(8.06 MB) 

Additional Information: full citation, references, citings, index terms 

8 

Information ecologies and system design: a developmental perspective on mass multimedia networks 
Menahem Blondheim 
October 1994 

Proceedings of the 12th annual international conference on Systems documentation: technical communications 
at the great divide 

Full text available: pdf(665.67 KB) 
Additional Information: full citation, references, index terms 

9 

Pluggable Authentication Modules for Linux: An implementation of a user-authentication API 
Andrew G. Morgan .... 
December 1997 
Linux Journal 
Full text available: html(25.65 KB) 
Additional Information: full citation, index terms 

10 

Risks to the public in computers and related systems 
Peter G. Neumann 
January 1997 

ACM SIGSOFT Software Engineering Notes, Volume 22 Issue 1 

Full text available: pdf(809.47 KB) 
Additional Information: full citation, index terms 



11 

Towards a MASC appliances-based educational paradigm 
Sandeen Chattgrjee 
February 1998 .* 

Proceedings of the 1998 ACM symposium on Applied Computing 
Full text available: pdf(665.21 KB) 
Additional Information: full citation, references, citings, index terms 

Keywords: computer architecture, educational computing, instuctional paradigm, multiple modalities 
12 

Smalltalk in the telecommunications industry 

Jerrold M. Grochow 

October 1995 
Communications of the ACM, Volume 38 Issue 10 

Full text available: pdf( 125.75 KB) 
Additional Information: full citation, abstract, index terms 

In a world where global partnerships and rapidly shifting business environments will be the norm, the 
telecommunications industry stands but for the speed with which both its technology and business processes 
are being transformed. Beginning with the breakup of AT&T, the industry has been lurching toward worldwide 
competition, and a blurring of the lines between local, interexchange, cellular, value-added network, and even 
cable carriers. 

13 

Two years of experience with a &mgr; -Kernel based OS 

Jochen Liedtke, Ulrich Battling, Uwe Beyer, Dietmar Heinrichs, Rudolf Ruland, Gyula Szalay 
April 1991 

ACM SIGOPS Operating Systems Review, Volume 25 Issue 2 
Full text available: pdf(829.22 KB) 
Additional Information: full citation, abstract, citings, index terms 

This paper describes the basic components of the L3 operating system and the experiences of the first two 
years using it. The system results from scientific research, but is addressed to commercial application. It is 
based on a small kernel handling tasks, threads and dataspaces. User level device drivers and file systems are 
described as examples of flexible OS services realized qutside the kernel. 

14 

Evaluation of electronic cash threat scenarios using micro dynamic simulation 
Kazuo Ezawa, Gregory Napiorkowski, Mariusz Kossarski 
December 1998 

Proceedings of the 30th conference on Winter simulation 

Full text available: pdf(668.76 KB) 
Additional Information: full citation, references, index terms 

15 

A formal treatment of remotely keyed encryption 
Matt Blaze, Joan Feigenbaum, Mori Naor 
January 1999 

Proceedings of the tenth annual ACM-SIAM symposium on Discrete algorithms 
Full text available: pdf(236.1 1 KB) 

Additional Information: full citation, references, index terms . 



Results (page 1): + "smart card" +...liate partner acknowledg* 1WttpWportal.acm.0rg/results.cfm. ..rdhow=all&keyword=&Go.x=5&Go.y=10 

3 Can kiwis fly?: computing in New Zealand 
Michael, D. Myers 

April 1996 Communications of the ACM, Volume 39 Issue 4 

Full text available: ^ pdf(221 .67 KB) Additional Information: full citation, references, citings, index terms 



Techniques for trusted software engineering 

Premkumar T. Devanbu, Philip W-L Fong, Stuart G. Stubblebine 

April 1998 Proceedings of the 20th international conference on Software eng 

Full text available- _,„„„., lir , v iiil„ ... . ~, Additional Information: full citation, references, citings, 
Q pdf(1 .21 MB) vlP Publisher Site 



5 Unified login with pluggable authentication modules (PAM) 
Vipin Samar 

January 1996 Proceedings of the 3rd ACM conference on Computer and com 

Full text available: ^ pdf(1 .12 MB) Additional Information: full citation, references, index term 



6 Mobile networking in the Internet 

Charles E. Perkins 

December 1998 Mobile Networks and Applications, Volume 3 Issu 

Full text available: pdf( 166.90 KB) Additional Information: full citation, abstract, refere 

Computers capable of attaching to the Internet from many places are lik 
the population of the Internet. Consequently, protocol research has shift 
network protocols for supporting mobility. This introductory article attem 
and interesting research directions. The papers in this special issue indie 
research community, and it is ... 



7 



Responses to NIST's proposal 

Ronald L. Rivest, Martin .E. Hellman, John C. Anderson, John W. Lyons 
July 1992 Communications of the ACM, Volume 35 Issue 7 

Full text available: ^ pdf(8.06 MB) Additional Information: full citation, references, citings, index terms 



2 of 4 



9/14/04 12:21 PM 



Results (page 1): +"smart card" +...liate partner acknowledg* rtflitpiflVportal. acm.org/results.cfm.. .rdhow=all&keyword=8iGo.x=58tGo.y= 10 



8 Information ecologies and system design: a developmental perspecti 
Menah^m Blondheim 

October 1994 Proceedings of the 12th annual international conference on Sy 
communications at the great divide 

Full text available: ^ pdf(665.67 KB) Additional Information: full citation, refer 



9 Pluggable Authentication Modules for Linux: An implementation of a u 
Andrew G. Morgan 

December 1997 Li nux journal 

Full text available: gj html(25.65 KB) Additional Information: full citation, index ter 



10 Risks to the public in computers and related systems 
Peter G. Neumann 

January 1997 ACM SIGSOFT Software Engineering Notes, Volume 22 Issue 

Full text available: ^ pdf(809.47 KB) Additional Information: full citation, index terms 



11 Towards a MASC appliances-based educational paradigm 
Sandeep Chatterjee 

February 1998 Proceedings of the 1998 ACM symposium on Applied Com 

Full text available: Q pdf(665.21 KB) Additional Information: full citation, references, citings, 



Keywords: computer architecture, educational computing, instuctional p 



12 Smalltalk in the telecommunications industry 
Jerrold M. Grochow 

October 1995 - Communications of the ACM, Volume" 38 Issue 10 

Full text available: ^ pdf(125.75 KB) Additional Information: full citation, abs 

In a world where global partnerships and rapidly shifting business enviro 
telecommunications industry stands out for the speed with which both it 
being transformed. Beginning with the breakup of AT&T, the industry ha 
competition, and a blurring of the lines between local, interexchange, ce 
carriers. 



3 of 4 



9/14/04 12:21 PM 



Results (page 1): + "smart card" +...liate partner acknowledg* rteitpijtfportal. acm.org/resu 

13 Two years of experience with a &mgr;-Kernel based OS 
J&herfJJedtke, Ulrich Bartling, Uwe Beyer, Dietmar Heinrichs, Rudolf Rula 
April 199*1 ACM SIGOPS Operating Systems Review, Volume 25 Issue 

Full text available: ^ pdf(829.22 KB) Additional Information: full citation, abstract, ci 

This paper describes the basic components of the L3 operating system a 
using it. The system results from scientific research, but is addressed to 
small kernel handling tasks, threads and dataspaces. Userlevel device d 
examples of flexible OS services realized outside the kernel. 

14 Evaluation of electronic cash threat scenarios using micro dynamic si 
Kazuo Ezawa, Gregory Napiorkowski, Mariusz Kossarski 

December 1998 Proceedings of the 30th conference on Winter simulation 

Full text available: pdf(668.76 KB) Additional Information: full citation, references, index terms 



5 A formal treatment of remotely keyed encryption 
Matt Blaze. Joan Feigenbaum, Mori Naor 

January 1999 Proceedings of the tenth annual ACM-SIAM symposium on Dis 

Full text available:^ pdf(236."M KB) Additional Information: full citation, references,- index term 



Results 1 - 15 of 15 

The ACM Portal is published by the Association for Computing Mach 

Terms of Usage Privacy Policy Code of Ethic 



Useful downloads: S Adobe Acrobat Q QuickTime H Window 



4 Of 4 



9/14/04 12:21 PM 



Search Results 



wysiwyg://20/http://www jstor.org.. .&rrame= : noframe&corifig=jstor&dpi=3 



mm 

STOR 



I 




BROWSE I TIPS I SET PREFERENCES I ABOUT JSTOR | CON 



HIGHEST SCORING | MOST RECENT | OLDEST | ENTIRE LIST 

Your access to JS 
United States Patent an 



EXIT JSTOR 



Search Results 1-1 



You may modify your search to be more specific: | Modify Search 



1 items matched your search constraints, with the highest scoring items listed first. 

NOTE:You may copy the stable URLs and paste them into an online bibliography, syllabus, or other web 

page. 



SAVE ALL CITATIONS ON THIS PAGE | VIEW SAVED CITATIONS You have saved 0 citations 

1 . Bank of America: The Crest and Trough of Technological Leadership (in 

Uase History) 

James L. McKenney; Richard O. Mason; Duncan G. Copeland 
MIS Quarterly, Vol. 21, No. 3. (Sep., 1997), pp. 321-353. 
Stable URL: 

http://links.jstor.org/sici?sici=0276-7783%28199709%2921%3A3%3 
Citation / Abstract | Page of First Match | Print | Download [ Save Citation 

SAVE ALL CITATIONS ON THIS PAGE | VIEW SAVED CITATIONS You have saved 0 citations 



You asked to search articles in: 

Academy of Management Journal, Accounting Review, Administrative Science Quarterly, American 
Economic Review, Bell Journal of Economics and Management Science, Brookings Papers on 
Economic Activity, Canadian Journal of Economics, Econometrica, Economic History Review, 
Economic Journal, Economica, Industrial and Labor Relations Review, International Economic 
Review, Journal of Accounting Research, Journal of Business, Journal of Economic History, 
Journal of Economic Literature, Journal of Finance, Journal of Financial and Quantitative 
Analysis, Journal of Human Resources, Journal of Industrial Economics, Journal of Money, Credit 
and Banking, Journal of Political Economy, Journal of Risk and Insurance, Management Science, 
Operational Research Quarterly (1970-1977), Operations Research, Oxford Economic Papers, 
Quarterly Journal of Economics, Review of Economic Studies, Review of Economics* and Statistics, 
Journal of International Business Studies, Journal of Consumer Research, Journal of the 
Operations Research Society of America, Journal of Occupational Behaviour, Strategic 
Management Journal, Managerial and Decision Economics, Journal of the Operational Research 
Society, MIS Quarterly, Canadian Journal of Economics and Political Science, Bell Journal of 
Economics, Academy of Management Review, Journal of Economic Abstracts, Contributions to 
Canadian Economics, Management Technology, Marketing Science, Journal of Labor Economics, 
Journal of Business of the University of Chicago, RAND Journal of Economics, Journal of Applied 
Econometrics, Review of Financial Studies, Journal of Organizational Behavior, Journal of 
Economic Perspectives, Journal of Insurance, Organization Science, Publications of the American 
Economic Association, Brookings Papers on Economic Activity, Microeconomics, Operational 
Research Quarterly (1950-1952), OR, University Journal of Business, American Economic 



1 of 2 



9/14/04 12:39 PM 



JSTOR: MIS Quarterly: Vol. 21, No. 3 f pp. 321-353 



wysiwyg://22/http://www jstor.org.. xonfig=jstor&viewContent=citation 




SEARCH 



STOR 



BROWSE I TIPS I SET PREFERENCES I ABOUT JSTOR I CON 



PRINT | DOWNLOAD | CITATION/STABLE URL | VIEW ARTICLE | SEARCH RESULT 

Your access to JS 
United States Patent an 



EXIT JSTOR 



Article Citation 



NOTE:You may copy the stable URLs and paste them into an online bibliography, syllabus, or other 
web page. 

SAVE CITATION | VIEW SAVED CITATIONS You have saved 0 citations 

Case History 

Bank of America: The Crest and Trough of Technological Leadership 

James Lr MeKenney; Richard U. Mason; Duncan (i. (Jopeland ~ 
MIS Quarterly, Vol. 21, No. 3. (Sep., 1997), pp. 321-353. 
Stable URL: 
http://links.jsto™^ 

Abstract 

The Bank of America literally changed the banking industry during the 1950s by 
means of its ERMA and IBM 702 computer systems. These innovations in information 
technology resulted in a dominate design that helped keep the Bank of America in the 
lead for over a decade and a half. They were the collective work of a leader, Clark 
Beise, a maestro, Al Zipf, and a group of supertechs, all of whom became the 
prototypes for these crucial roles. Bank of America was the first organization, among a 
selected few, to successfully negotiate the innovation cascade leading from crisis to a 
dominant IT design. Due in large part to IBM's failure to deliver a fully operational 
operating system for its 360/65, however, coinciding with the leadership's attention 
toward international markets, in the late 1960s the Bank of America lost its lead. After 
several decades "in the trough, 11 as a result of aggressive investment and leadership, the 
bank re-emerged as a strong competitor. This story of achieving alignment in strategy 
and structure by means of technological innovation, of the almost tragic breaking of 
that alignment, and of fervent efforts made to gain realignment illuminates some of the 
most important lessons of IT management that can be learned from the field's relatively 
recent, but dramatic, history. 
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